
 
 
 

 
 
 
 
 

 
 

 

SECURING YOUR SMALL BUSINESS 

Principles of information security  
and risk management 



The challenge 
 
Information is one of the most valuable assets of any 
organization—public or private, large or small—and the 
protection of that information is critical. This brief guide 
provides an overview of the key terms and principles that 
every business needs to understand to reduce its risk 
exposure and protect its future. 
 
 
 

Between 2008 and 2009, U.S. 

businesses lost more than 

$1 trillion worth of 

intellectual property to 

cyber attacks. 
 

Source: Obama Administration. ‘Cyberspace Policy Review: Assuring a Trusted and 
Resilient Information and Communications Infrastructure.’ May 2009. 



What is information security? 
 
Information security is the discipline of ensuring the 

confidentiality, integrity and availability of information. 
 
There are 3 drivers of information security 
 

 Risk management 

 Regulatory compliance 

 Business continuity planning 
 
Assets to secure 
 

 Physical premises 

 Networks 

 Devices (hardware) 

 Application software (client and cloud-based) 

 Operating systems 

 Databases 
 
Key defenses 
 

 User authentication 

 Secure remote access 

 Vulnerability testing 

 Intrusion detection/prevention 

 Web and email security 

 Internal processes and policies 



Information security 101 

 
Terms you need to know 
 

 A risk is the likelihood that something bad will happen 
that causes harm to an informational asset (or the loss 
of the asset). 
 

 A vulnerability is a weakness that could be used to 
endanger or cause harm to an informational asset. 

 

 A threat is anything (man made or act of nature) that 
has the potential to cause harm. 

 
 

 

Nearly 40 percent of IT 

security breaches are 

perpetrated by people inside 

the company. 
 

Source: U.S. Computer Emergency Response Team (CERT) 

 



Information security 101 

 
Common internal/external threats (defined) 

 

 Bot/botnet: a type of malware which allows an attacker 
to gain complete control over the affected computer. 

 

 Denial of service (DoS): an attack aimed at making a 
computer resource (commonly websites) unavailable to 
its intended users. 

 

 Disgruntled employees: research conducted by the 
U.S. Computer Emergency Response Team (CERT) 
estimates that almost 40 percent of IT security breaches 
are perpetrated by people inside the company. 

 

 Malware: a catch-all term used to refer to various types 
of malicious software. 

 

 Phishing/spoofing: a type of scam aimed at obtaining a 
user’s personal or confidential information. It typically 
involves some sort of spam email designed to lure a user 
to a spoofed web site. 

 

 Spam: unwanted or unsolicited email that is typically 
sent in bulk to millions of email addresses at once; spam 
can contain viruses, worms or phishing scams. 



Information security 101 
 
Common internal/external threats (defined) 

 

 Trojan: a virus used to infiltrate a computer without the 
user’s knowledge or consent by disguising itself as 
something else. Example: a Trojan virus falsely claiming 
to be a Microsoft application update. 

 

 Virus: a computer program or script that attempts to 
spread from one file to another on a single computer 
and/or from one computer to another, using a variety of 
methods, without the knowledge and consent of the 
computer user. 

 

 Worm: a specific type of virus that propagates itself 
across many computers, usually by creating copies of 
itself in each computer’s memory. 

 

 Zero-day threat: a computer threat that tries to exploit 
computer application vulnerabilities that are unknown to 
others or the software developer. 

 
 
 



McAfee Labs identified more 

than 6 million unique 

malware samples in the first 

quarter of 2011, far 

exceeding any previous 

quarter.  
 

Source: McAfee Labs. McAfee Threats Report. January 2011.



More telecommuting = more risk 

 
One recent technology survey reports that 44 percent of small 
businesses allow their employees to work remotely.1 While 
offering potential benefits, telecommuting introduces new 
vulnerabilities and increased risk. 
 

 Careless use of Wi-Fi and accessing unsecured 
networks 

 Letting family and friends use work issued devices 

 Altering security settings to view blocked sites 

 Leaving work issued devices in an insecure location 

 Backing up corporate data to a home computer 

 Emailing corporate data to your personal email 
account 

 
Reducing the risk of telecommuting 

 

 Develop clear telecommuting guidelines 

 Use VPN systems access to encrypt traffic between 
the remote client computer to your network 

 Use network access control (NAC) systems to check 
laptops to make sure they are hardened, secure and 
comply with your information security policies 

 Make sure clients are patched, up-to-date and have 
protection like antivirus software installed 

 
1 
2010 NSBA Small Business Technology Survey 

 
 
 



Stolen or lost laptops and 

mobile devices are one of 

the most common ways 

businesses lose critical 

data. According to the FBI, a 

stolen or lost laptop usually 

resulted in an average loss 

of $30,570. 
 

Source: FBI/CSI. Computer Crime and Security Survey. 2006.



Managing risk: assessment 

 
All organizations have limited resources, and risk can never 
be eliminated entirely. Understanding risk and classifying it 

through a risk assessment helps organizations to prioritize 
scarce resources and cost effectively improve their security 
posture. 
 
Elements of an info-sec risk assessment 

 

1. System documentation 
Summarize system architecture and components, and its 
overall level of security. 

 

2. Risk determination 
List threats, vulnerabilities, current security controls, and 
risk levels (likelihood and potential impact). 

 

3. Response determination 
Based on likelihood and potential impact, choose how to 
respond to identified risks: accept, mitigate, deny, or 
transfer. 

 

4. Safeguard determination 
Recommend safeguards, and describe the expected 
level of risk that would remain if these safeguards were 
put in place. 

 
 
 



According to Gartner, the 

cost of mitigating a data 

breach is likely to be vastly 

greater than the cost of 

preventing the breach 

beforehand by as much as a 

70-to-1margin. 
 

Source: Gartner. Gartner Predicts 2011: Infrastructure Protection is Becoming More 
Complex, More Difficult and More Business-Critical Than Ever. November 2010.



Managing risk: action 

 
Specific steps for reducing your risk exposure 
 

 Strengthen authentication credentials and 
management 

 Inventory authorized and unauthorized devices 

 Inventory authorized and unauthorized software 
applications 

 Secure configurations for hardware and software on 
laptops, workstations, and servers 

 Secure configurations for network devices such as 
firewalls, routers, and switches 

 Maintain, monitor, and analyze audit logs 

 Control use of administrative privileges and access 

 Assess vulnerabilities on a routine basis 

 Monitor account access and control 

 Control and secure wireless devices 

 Protect your business from insider or disgruntled 
employee threats 

 Divide critical functions and responsibilities among 
employees within the organization (to limit any single 
individual’s ability to inflict harm) 

 Change passwords every 90 days 
 
 
 



Conclusion: managing risk with scarce 
resources 
 
Small businesses cannot always justify an extensive security 
program or a single full-time IT security expert. Nonetheless, 
small businesses confront serious security challenges that 
must be addressed. The difficulty for these organizations is to 
identify needed security mechanisms that are practical and 
cost effective, so that limited security resources are well 
applied to meet the most serious risks. The first step is to 
understand the threat environment and learn the core 
principles of information security and risk management. We 
hope this guide has given you good start. 
 
 
 

Contact us today for help 

addressing your security 

challenges. 



Resources 
 
NIST: Information Security Handbook: A Guide for Managers 
http://csrc.nist.gov/publications/nistpubs/800-100/SP800-100-Mar07-2007.pdf  

 
Twenty Critical Controls for Effective Cyber Defense 
http://csis.org/files/publication/Twenty_Critical_Controls_for_Effective_Cyber_Defense_CAG.pdf 

 
Top Cyber Security Risks 
http://www.sans.org/top-cyber-security-risks/ 

 
 


